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Data Ethics Policy Template
Purpose
The purpose of this policy is to ensure that data is managed as a public trust, upholding the dignity and rights of individuals while advancing the agency's public mission. This policy goes beyond mere legal compliance, setting a proactive standard for ethical conduct, risk mitigation, and responsible innovation.
Scope
This policy establishes ethical principles and guidelines for all [Agency] employees, contractors, and partners in the collection, use, processing, storage, and dissemination of data, particularly personal information.  

This policy applies to all data systems, automated decision-making processes, algorithms, and AI models developed, procured, or used by or on behalf of [Agency].

Definitions
	[bookmark: _Hlk168918645]Term
	Definition

	Personal Information[footnoteRef:2] [2:  This definition is provided by 2.2-3801 Code of Virginia “Government Data Collection and Dissemination Practices Act”] 

	All information that 
1. Describes, locates or indexes anything about an individual including, but not limited to, his social security number, driver's license number, agency-issued identification number, student identification number, real or personal property holdings derived from tax returns, and his education, financial transactions, medical history, ancestry, religion, political ideology, criminal or employment record, or 
2. Affords a basis for inferring personal characteristics, such as finger and voice prints, photographs, or things done by or to such individual; and the record of his presence, registration, or membership in an organization or activity, or admission to an institution. 
"Personal information" shall not include routine information maintained for the purpose of internal office administration whose use could not be such as to affect adversely any data subject nor does the term include real estate assessment information.

	High-Risk Automated System
	An automated decision-making system, algorithm, or AI model that has significant legal or practical effects on individuals, including but not limited to:
· Determining eligibility for government benefits or services
· Calculating risk scores used in enforcement or compliance actions
· Making or substantially influencing decisions about employment, licensing, or credentialing
· Prioritizing individuals for services or interventions
· Any system where an error could result in loss of benefits, services, liberty, or significant financial harm

	De-identification
	The process of removing or obscuring personal identifiers from data to reduce the risk of re-identifying individuals. Note: De-identification must meet specific technical standards to be considered effective and should only be performed under guidance from the agency's designated privacy official.


Roles and Responsibilities
	Role
	Responsibility

	Agency Data Privacy Officer (DPO) – if available
	· Develop and implement data privacy and ethics policies and procedures for [agency].
· Ensure agency information and processes are compliant with relevant privacy laws, regulations, and standards.
· Conduct regular privacy risk assessments and audits of agency systems and agency’s third-party suppliers.
· Serve as the point of contact for data sharing requests regarding privacy concerns and rights.
· Handle agency data breach notifications and incident responses.
· Provide data privacy and ethics training and awareness programs to agency personnel.
· Report on the agency’s data privacy and ethics posture to senior management and relevant stakeholders.
· Monitor agency data processing activities and ensure proper documentation and reporting.

	Chief Information Officer (CIO)
	· Oversee the agency’s information technology strategy, including data privacy and ethics measures.
· Ensure that privacy and ethics considerations are integrated into the agency’s IT systems and processes.
· Allocate agency resources for data privacy and ethics initiatives and technologies.
· Support the DPO in implementing and maintaining data privacy and ethics controls for the agency.

	Agency Department Heads and Managers
	· Ensure that their teams comply with applicable data privacy and ethics policies and procedures.
· Identify and address privacy and ethics risks within their departments.
· Support the DPO and data owners in implementing privacy and ethics controls.
· Promote a culture of data ethics privacy and protection within their teams.

	Data Owner
	· Determine the regulations and sections of Virginia Code that apply to the personal information within their purview.
· Ensure agency employees’ compliance with data privacy and ethics principles and policies.
· Approve access to personal information and determine data classification levels.
· Maintain records of agency data processing activities.
· Respond to data sharing requests in a timely manner.
· Work with the DPO to address privacy and ethics risks and issues.

	Data User
	· Adhere to agency data privacy and ethics policies and procedures.
· Protect personal information and report any breaches or suspicious activities to the DPO or ISO (Information Security Officer).
· Participate in data privacy and ethics training and awareness programs.
· Use personal information responsibly and ethically in accordance with agency guidelines.

	Third-Party Vendors and Service Providers
	· Comply with the contracting agency’s data privacy and ethics policies and contractual obligations.
· Implement appropriate data protection measures.
· Report any data breaches or incidents to the agency ISO or vendor’s agency point of contact immediately.
· Assist the agency in audits and assessments as required.

	Data Custodians
	· Implement and maintain technical safeguards to protect personal information in accordance with applicable law and regulation.
· Manage data storage, backup, and recovery procedures.
· Ensure that data is securely stored, transmitted, and disposed of according to policy.
· Execute data destruction processes as authorized by data owners.
· Monitor and control access to personal information.
· Report any privacy or ethics incidents to the DPO or ISO immediately.

	Legal Team/OAG
	· [bookmark: _Hlk172105809]Interpret and provide guidance on privacy and ethics laws, regulations, and standards.
· Assist in developing and updating data privacy and ethics policies and procedures.
· Conduct legal reviews of data processing agreements.
· Support the DPO in ensuring regulatory compliance.
· Partner with agencies on the legal aspects of data breach responses and notifications.


Legal Foundation
This policy is built upon the legal framework established by the Commonwealth of Virginia. All data governance activities must comply with:
· The Government Data Collection and Dissemination Practices Act (GDCDPA), Code of Virginia § 2.2-3800 et seq. This Act serves as the primary legal basis for this policy, guiding principles of transparency, purpose limitation, individual access rights, and data security for the Commonwealth's record-keeping agencies.
· The Virginia Freedom of Information Act (VFOIA), Code of Virginia § 2.2-3700 et seq.
· All other applicable federal and state laws, including HIPAA, FERPA, and specific agency-enabling statutes.


Policy
Core Ethical Principles
We commit to the following principles, which integrate the requirements of Virginia law with internationally recognized ethical standards:
1. Public Benefit and Lawfulness: Data is a public asset. We will only collect, use, and share data to achieve a clear and lawful public benefit that is explicitly or implicitly authorized by our legislative mandate (per GDCDPA § 2.2-3800.C.10).
2. Purpose Limitation: We will be specific about why we are collecting data and will not use it for another, incompatible purpose without a clear legal basis. The need for information must be "clearly established in advance" (per GDCDPA § 2.2-3800.C.2).
3. Data Minimization: We will collect only the personal information that is "appropriate and relevant to the purpose" (per GDCDPA § 2.2-3800.C.3). We will not collect data "just in case."
4. Transparency and Explainability: We will be open and transparent about our data practices. There will be "no personal information system whose existence is secret" (per GDCDPA § 2.2-3800.C.1). Citizens have a right to understand how their data is used and how automated decisions are made.
5. Fairness and Non-Discrimination: We will actively work to identify, assess, and mitigate unfair bias in our data sets and algorithms. We will strive for equitable outcomes and ensure our data practices do not create or worsen systemic disadvantages for any group.
6. Human Agency and Oversight: We will ensure that automated systems, especially those with significant legal or practical effects on an individual, are subject to meaningful human oversight. We will design systems that augment, rather than replace, human judgment in critical decisions.
7. Data Quality and Integrity: We will ensure that data is "accurate and current" and that agencies holding such information "assure its reliability" (per GDCDPA § 2.2-3800.C.5, C.8). Decisions, whether human or automated, must be based on high-quality, reliable information.
8. Security and Confidentiality: We will "take precautions to prevent its misuse" (per GDCDPA § 2.2-3800.C.8). We are responsible for implementing robust technical and organizational safeguards in compliance with SEC 530 to protect personal information from unauthorized access, breach, or loss.
9. Accountability: We are accountable for demonstrating compliance with these principles. This includes maintaining clear records, conducting audits, and assigning clear responsibility for data governance and ethical oversight.
Guidelines for Implementation
To put these principles into practice, [Agency] will adhere to the following guidelines.

1. Before You Collect: Conduct a Data Ethics Review
For any new project, system, or data-sharing agreement, the project lead should conduct and document a review by asking:
· Lawfulness: What is our exact legal authority (Code of Virginia §) to collect this data?
· Necessity: Can we achieve our public goal without this data, especially personal data?
· Minimization: What is the absolute minimum amount of data we need for the stated purpose?
· Transparency: How and when will we inform the individual about this collection (per GDCDPA § 2.2-3806)?
· Risk: What is the potential harm to an individual if this data is breached, misused, or inaccurate?
· Fairness: If this data will be used in an automated system, what is the risk of biased outcomes? (e.g., "Will this tool produce different results for different demographic groups?" or "Could an automated eligibility system trained primarily on urban data produce less accurate results for rural applicants?
When a formal Data Ethics Review is required:
· Any new personal information system or database
· New automated decision-making systems or algorithms
· New data sharing agreements with external parties
· Significant changes to existing systems that expand data collection or use
· Procurement of systems or services that process personal information
· See Appendix A for the Data Ethics Review Worksheet and examples.

2. As You Use: Ensure Responsible Processing
· Access Control: Data access will be strictly limited to personnel with a "need to know" to perform their official duties.
· Data Subject Rights: We will maintain the "clearly prescribed and uncomplicated procedure" required by the GDCDPA (§ 2.2-3800.C.7) for individuals to access, correct, or amend their personal information.
· Procurement: All third-party contracts involving data processing must include explicit clauses requiring the vendor to adhere to this policy and the GDCDPA.
· Algorithmic Audits: For high-risk automated systems, we will conduct periodic audits to test for accuracy, reliability, and fairness. 
· Agencies must document the logic, decision criteria, and data sources used by automated systems.
· For complex AI/ML systems, agencies should engage qualified external resources (such as university partners or consulting firms with expertise in algorithmic fairness) to conduct fairness testing.
· Audits should be conducted at implementation and at least annually thereafter, or when significant changes are made to the system.
· Documentation of audit results and any remedial actions must be maintained and reported to agency leadership.

3. After You Use: Manage the Data Lifecycle
· Retention: Data will not be kept indefinitely. We will adhere to the official records retention schedules approved by the Library of Virginia.
· Deletion: When the purpose for data collection is fulfilled and the retention period has expired, data will be securely and permanently destroyed.
· De-identification: Where appropriate, data may be de-identified or aggregated before being used for analytics, research, or reporting. 
· Important: De-identification must meet specific technical standards to be effective. Agencies must consult with their designated privacy official (DPO or designated official) before relying on de-identification for secondary uses of data. Improperly de-identified data may still pose privacy risks.

Compliance and Monitoring 
The Agency’s Chief Data Officer, Chief Privacy Officer, or designated official are responsible for the implementation, oversight, and periodic review of this policy.

Training and Support
· All employees and contractors with access to personal information should complete annual training on this policy and their responsibilities under the GDCDPA
Policy Review
This policy will be reviewed and updated at least every two years, or as needed in response to new technologies, risks, or changes in law.  Any staff members who wish to make any comments about the Policy may forward their suggestions to [AGENCY Contact].

Related Policies
	[AGENCY] Policies, Standards and Procedures

	Data Governance Policy

	Data Quality Policy

	Metadata Management Policy

	Data Security Policy

	Data Retention Policy

	Data Stewardship Policy











The [Agency] adheres to all Commonwealth Information Technology Resource Management (ITRM) policies and standards for security and architecture, which are available at the following link:  Policies, Standards & Guidelines | Virginia IT Agency. 
 
	
	VITA Related Policies

	
	IT Information Security Policy - SEC519

	
	Information Security Standard - SEC530

	
	IT Risk Management Standard - SEC520
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